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DETAILED ACTION 

Response to Amendment 

1 . Applicant's arguments/amendments with respect to claims 1-20, filed on April 14, 2005 
have been fully considered but they are not persuasive. The examiner would like to point out that 
this action is made final (MPEP 706.07a). 

Response to Arguments 

2. Applicant argues that: 

a. Independent claims 1, and 13 are not taught by neither of the references, Johnston, 
Terao, and Ellison, to include "a common key that is provided to a first wireless unit and 
that is used for communication between first and second wireless unit" (page 6 par. 4 
and page 7 par. I). 

b. Dependent claims 2-12, and 14-20 are allowable based upon their dependency on 
allowable claims 1 and 13 (page 7 par. 2). 

However, Examiner disagrees with applicant. 

Regarding argument (a), Argument is not persuasive. Ellison teaches key generator 
device that generates a symmetric/common key and ciphers the generated common key 
with another key and transmits the ciphered key to another device for secure 
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communication between the devices (fig. 2 element 221, 223, and 225). Moreover, Terao 
teaches wireless devices are securely communicated using common key to encrypt and 
decrypt data transmitted over the wireless communication system (page 3 par. 0063). In 
addition, Johnston teaches a method of distributing enciphering key to be used in 
encrypting and decrypting data at first and second wireless phones so as to provide secure 
data transmission between the two wireless phones in a wireless network (col. 2 lines 66- 
col. 3 lines 31). 

Regarding argument (b), examiner disagrees with applicant. Based on the arguments set 
forth by the examiner for argument (a), the dependent claims stand rejected. 

The examiner is not trying to teach the invention but is merely trying to interpret the 
claim language in its broadest and reasonable meaning. Therefore, the examiner asserts 
that the system of the prior art, Johnston, Terao, and Ellison do teach or suggest the 
subject matter as recited in independent claims 1 and 13. Dependent claims 2-12, and 14- 
20 are also rejected at least by virtue of their dependency on independent claims and by 
other reason set forth in this office action dated August 4, 2005. Accordingly, rejections 
for claims 1-20 are respectfully maintained. 

Rejections 

3. The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 
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4. Claims 1-3, 6-10, 12-15, and 17-19 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Johnston (U.S. Patent No.: 6,373,946 Bl) in view of Terao et al. (Terao, Pub. 
No.: US 2001/0005682 Al), and in further view of Ellison (U.S. Patent Number: 6,073237) 

As per claim 1, Johnston teaches a method of providing secure communications (Johnston Col. 3 
lines 1-13) between a first wireless unit (Johnston Fig. 1 No. 2a) and a second wireless unit 
(Johnston Fig. 1 No. 2b), said method comprising the step of: 

a first wireless unit (Johnston Fig. 1 No. 2a) and for use in secure communications 
(Johnston Col. 3 lines 1-13) over at least one wireless communications system (Johnston Col. 3 
lines 43-59) between said first wireless unit (Johnston Fig. 1 No. 2a) and said second wireless 
unit (Johnston Fig. 1 No. 2b) 

Johnston does not teach a first wireless unit and a second wireless unit having a common 

key. 

However Terao discloses a wireless communication device (mobile phone) having a 
common key stored in the memory (Terao Page 18 claim 21). 

Therefore it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to employ the teachings of Terao with in the system of Johnston because 
it would allow to encrypt transmission data and decrypt reception data (Terao Page 18 claim 21) 
in a wireless communication system. 

Johnston and Terao do not explicitly teach providing common keys value to a first and 
second wireless unit. 
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However Ellison teaches sending or providing a common key to the user (Ellison Col. 10 
claim 18) 

Therefore it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to employ the teachings of Ellison with in the combination system of 
Johnston and Terao because it would allow to provide enhanced security and limit the ability of 
an active eavesdropper to access information by encrypting common key when passing it to the 
users or wireless phone users (Ellison Gol. 3 lines 27-47). 

As per claim 13, Johnston teaches a method of providing secure communications (Johnston Col. 
3 lines 1-13) between a first wireless unit (Johnston Fig. 1 No. 2a) and a second wireless unit 
(Johnston Fig. 1 No. 2a), said method comprising the step of: 

a first wireless unit (Johnston Fig. 1 No. 2a) from at least one wireless communications 
system (Johnston Col. 3 lines 43-59) for use in secure communications (Johnston Col. 3 lines 1- 
13) over at least one wireless communications system between said first wireless unit (Johnston 
Fig. 1 No. 2a) and said second wireless unit (Johnston Fig. 1 No. 2b). 

Johnston does not teach a first wireless unit and a second wireless unit having a common 

key. 

However Terao discloses a wireless communication device (mobile phone) having a 
common key stored in the memory (Terao Page 18 claim 21). 

Therefore it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to employ the teachings of Terao with in the system of Johnston because 
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it would allow to encrypt transmission data and decrypt reception data (Terao Page 18 claim 21) 
in a wireless communication system. 

Johnston and Terao do not explicitly teach receiving common keys value by a first 
wireless unit. 

However Ellison teaches receiving a common key by the user (Ellison Col. 10 claim 18) 
Therefore it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to employ the teachings of Ellison with in the combination system of 
Johnston and Terao because it would allow to provide enhanced security and limit the ability of 
an active eavesdropper to access information by encrypting common key when passing it to the 
users or wireless phone users (Ellison Col. 3 lines 27-47). 

As per claim 2, Johnston, Terao, and Ellison teach all the subject matter as described above. In 
addition, Ellison teaches the method wherein said step of providing comprising the steps of: 
generating a first key value corresponding to said first wireless unit (Ellison Fig. 1 No. 

119); 

generating a common key value (Ellison Col. 5 lines 1-6); and 
sending said common key value to said first wireless unit using said first key value 
(Ellison Col. 10 claim 18). The rational for combining are the same as claim 1 above. 

As per claim 3, Johnston, Terao, and Ellison teach all the subject matter as described above. In 
addition, Ellison teaches the method comprising the steps of: 
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generating a second key value corresponding to said second wireless unit (Ellison Fig. 1 
No. 1 19; it is obvious to have the generation of the second key value corresponding to said 
second wireless unit because, in claim 2 above, the first wireless unit generates a common key 
corresponding to said second wireless unit); and 

sending said common key value to said second wireless unit using said second key value 
(Ellison Col. 10 claim 18; it is obvious to send said common key value to said second wireless 
unit using said second key value because, in claim 2 above, said common key value is sent to 
said first wireless unit using said first key value). The rational for combining are the same as 
claim 1 above. 

As per claim 6, Johnston, Terao, and Ellison teach all the subject matter as described above. In 

addition, Ellison teaches the method wherein said step of providing comprises the steps of: 

encrypting said common key using said first key value (Ellison Col. 10 claim 18); and 
transmitting said conmen key encrypted with said first key value to said first 

wireless unit (Ellison Col. 10 claim 18). The rational for combining are the same bases as claim 

1 above. 

As per claim 7, Johnston, Terao, and Ellison teach all the subject matter as described above. In 
addition, Ellison teaches the method wherein said step of providing comprises the steps of: 

encrypting said common key with said second key value (Ellison Col. 10 claim 18); and 
transmitting said common key encrypted with said second key value to said 
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second wireless unit (Ellison Col. 10 claim 18). The rational for combining are the same bases as 
claim 1 above. 

As per claim 8, Johnston, Terao, and Ellison teach all the subject matter as described above. In 
addition, Ellison teaches the method wherein said step of generating said common key value 
comprises the steps of: 

generating said common key as a function of at least one of said first key value 
and said second key value (Ellison Col. 5 lines 1-6, Fig. 1 No. 129). The rational for combining 
are the same as claim 1 above. 

As per claim 9, Johnston, Terao, and Ellison teach all the subject matter as described above. In 
addition, Ellison teaches the method comprising the step of: 

generating said common key as an encryption key (Ellison Col. 5 lines 1-6, Col. 10 claim 
18). The rational for combining are the same as claim 1 above. 

As per claim 10, Johnston, Terao, and Ellison teach all the subject matter as described above. In 
addition, Ellison teaches the method comprising the step of: 

generating said common key as a session key (Ellison Col. 10 lines 18). The rational for 
combining are the same as claim 1 above. 

As per claim 12, Johnston, Terao, and Ellison teach all the subject matter as described above. In 
addition, Terao teaches the method comprising the steps of: 
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mutually producing said common key by a first wireless communications system for said 
first wireless communications system and a second wireless communications system for said 
second wireless unit (Terao Col. 18 claim 21). The rational for combining are the same as claim 
1 above. 

As per claim 14, Johnston, Terao, and Ellison teach all the subject matter as described above. In 
addition, Ellison teaches the method comprising the steps of: 

generating a first key value corresponding to said first wireless unit (Ellison Fig. 1 No. 
119); and 

obtaining said common key value by said first wireless unit using said first key value 
(Ellison Col. 10 claim 18). The rational for combining are the same as claim 1 above. 

As per claim 15, Johnston, Terao, and Ellison teach all the subject matter as described above. In 
addition, Ellison teaches the method comprising the steps of: 

generating a second key value corresponding to said second wireless unit (Ellison Fig. 1 
No. 1 19; it is obvious to have the generation of the second key value corresponding to said 
second wireless unit because, in claim 2 above, the first wireless unit generates a common key 
corresponding to said second wireless unit); and 

obtaining said common key value by said second wireless unit using said second key 
value (Ellison Col. 10 claim 18; it is obvious to obtain said common key value to said second 
wireless unit using said second key value because, in claim 2 above, said common key value is 
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sent to said first wireless unit using said first key value and obtained). The rational for combining 
are the same as claim 1 above. 

As per claim 17, Johnston, Terao, and Ellison teach all the subject matter as described above. In 
addition, Ellison teaches the method wherein said step of providing comprises the steps of: 

decrypting said common key using said first key value (Ellison Col. 9 claim 12). The 
rational for combining are the same as claim 1 above. . . 

As per claim 18, Johnston, Terao, and Ellison teach all the subject matter as described above. In 
addition, Ellison teaches the method comprising the step of: 

receiving said common key as an encryption key (Ellison Col. 10 claim 18). The rational 
for combining are the same as claim 1 above. 

As per claim 19, Johnston, Terao, and Ellison teach all the subject matter as described above. In 
addition, Ellison teaches the method comprising the step of: 

receiving said common key as a session key (Ellison Col. 10 claim 18, Col. 4 lines 18- 
35). The rational for combining are the same as claim 1 above. 

5. Claims 4, 5, 11, 16 and 20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Johnston (U.S. Patent No.: 6,373,946 Bl), in view of Terao et al. (Terao, Pub. No.: US 
2001/0005682 Al), and Ellison (U.S. Patent Number: 6,073237), and in further view of 
Berenzweig (U.S. Patent No. 6,584,3 10 Bl). 
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As per claim 4, Johnston, Terao, and Ellison teach all the subject matter as described above. 

Johnston, Terao, and Ellison do not explicitly teach said step of generating comprising 
the step of: 

generating said first key value as a function of a first root key known only at 
said first wireless unit and a home wireless communications system for said first 
wireless unit. 

However Berenzweig teaches generating said first key value as a function of a first root 
key (Berenzweig Col. 2 lines 20-41) known only at said first wireless unit and a home wireless 
communications system for said first wireless unit (Berenzweig Col. 2 lines 50-65). 

Therefore it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to employ the teachings of Berenzweig with in the combination system 
of Johnston, Terao, and Ellison because it would allow to create a secure wireless 
communications by generating a session key and random number from a root key and pass 
random number to mobile terminal, and the user identification module receives the random 
number and utilizes the root key and random number and the algorithm calculates a signed 
response (Berenzweig Col. 2 lines 21-41). 

As per claim 5, Johnston, Terao, Ellison, and Berenzweig teach all the subject matter as 
described above. In addition, Berenzweig teaches the method wherein said step of generating 
comprises the step of: 
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generating said second key value as a function of a second root key (Berenzweig Col 2 
lines 20-41) known only at said second wireless unit and at a home wireless communications 
system for said second wireless unit (Berenzweig Col. 2 lines 50-65; it is obvious to generate 
said second key value as a function of a second root key known only at said second wireless unit 
and at a home wireless communications system for said second wireless unit because, claim 4 
above, generates said first key value as a function of a first root key known only at said first 
wireless unit and a home wireless communications system for said first wireless unit). The 
rational for combining are the same as claim 4 above. 

As per claim 11, Johnston, Terao, and Ellison teach all the subject matter as described above. 

In addition, Ellison teaches generating said common key as a session encryption key 
being a function of at least said first session key value (Ellison Col. 10 claim 18, Col. 4 lines 18- 
35); 

Berenzweig teaches generating a first session key value (Berenzweig col. 2 lines 21-41) 
as a function of a first root key known only at said first wireless unit and a home wireless 
communications system for said first wireless unit (Berenzweig Col. 2 lines 42-65) The rational 
for combining are the same as claim 4 above. 

As per claim 16, Johnston, Terao, Ellison, and Berenzweig teach all the subject matter as 
described above. In addition, Berenzweig teaches the method wherein said step of generating 
comprises the step of: 
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generating said first key value as a function of a first root key (Berenzweig Col. 2 lines 
21-41)known only at said first wireless unit and a home wireless communications system for said 
first wireless unit (Berenzweig Col. 2 lines 51-65). The rational for combining are the same as 
claim 4 above. 

As per claim 20, Johnston, Terao, Ellison, and Berenzweig teach all the subject matter as 
described above. 

In addition, Ellison teaches receiving said common key as a session encryption key being 
a function of at least said first session key value (Ellison Col. 10 claim 18, col. 4 lines 18-35); 
and 

Berenzweig teaches generating a first session key value (Berenzweig Col. 2 lines 21-41) 
as a function of a first root key known only at said first wireless unit and a home wireless 
communications system for said first wireless unit (Berenzweig Col. 2 lines 42-65). The rational 
for combining are the same as claim 4 above. 

Conclusion 

6. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a), 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
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will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Eleni A. Shiferaw whose telephone number is 571-272-3867. 
The examiner can normally be reached on Mon-Fri 8:00am-5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 




